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About Blake McNeill

ÅFirst program written on punch cards in 1977

ÅInvolved in software/product development for large 
corporations and a number of startups

ÅPrinciple languages used: Fortran, C, VB, ASP, Delphi, 
C#

ÅPrinciple databases used: SQL Server, Postgres, 
Oracle, Sybase, Access

ÅPrinciple OSôs used: VMS, Unix, Linux, Windows 
including mobile devices

ÅMicrosoft Windows Security MVP for four years

ÅCurrently second year as Microsoft Secure 
Development MVP
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Why should you care?

ÅWindows/IIS/etc are no longer viable targets for 
hackers, now your application is!!

ïLast major internet worm that relied on solely a Windows 
vulnerability was April 2004 (Sasser)

ïMicrosoft has invested many millions of dollars into SDL 
(Security Development Lifecycle) to improve the security of 
their applications

ÅTraining of developers, managers, testers etc

ÅSecurity now part of the design, coding, testing, deployment, 
operations etc has been indoctrinated into all areas of Microsoft

ÅSecurity budget, department and resources

ÅSecurity concerns can stop, cancel and even remove 
applications and projects

ÅIs your company doing this, not likely



Why should you care?

ÅYour applications (and Users) are now the low 
hanging fruit.  Your app, your problem.

ÅThird party apps are typically developed without 
much consideration for security or secure 
development practices.

ÅYour in ógoodô company with some very large 
software development companies (see 
http://www.us -cert.gov/cas/bulletins for lists of 
weekly vulnerabilities)

ÅThe Good News is its not really that hard to raise 
your fruit.

http://www.us-cert.gov/cas/bulletins
http://www.us-cert.gov/cas/bulletins
http://www.us-cert.gov/cas/bulletins


Why should you care?

Operating system vulnerabilities as a percentage of all disclosures 
1H03ï1H08



Realities of Software Security

ÅYou Will Never Get Your Code Right!.

ïñAttacks only get better, not worseò

ïYou are not perfect (even if you think you are)

ïYour code might be secure today, but that could all change 
tomorrow with a new type of exploit for example.

ÅRecognize The Asymmetry, the odds are against you

ïYou have to get 100% of the features/code right 100% of 
the time, with many constraints including limited time

ïHackers can spend as long as they want to find one bug or 
defect and that might be all they need

ÅThe only man who never makes mistakes is the man 
who never does anything (Theodore Roosevelt)



Realities of Software Security

ÅSoftware Security ultimately breaks down into Risk 
Management

ïRisk = Probability x Consequence

ïDeal with the large risk items first and then work your way 
down to acceptable risk (nothing of value is really risk free).

ïSoftware industry has much to learn about managing risk
ÅPipeline Risk Analysis for example which have risk models that consider 

over 200 factors and give a fairly accurate risk assessment of the 
system, now granted they donôt typically have such a strong óhumanô 
component (human users, human attackers) which makes the problem 
somewhat more difficult



Exercise in Evil Thinking

ÅFirst a legal disclaimer

ïSome topics discussed could be considered illegal or used for 
illegal purposes, so this information is provided for 
educational purposes only, use at your own risk using good 
judgement and remember to play nice and fairly with others.  
If you are arrested or otherwise subjected to interrogation, 
torture and/or other unpleasantries, it's not my fault.



Excise in Evil Thinking

ÅHow would you open a Combination Lock without 
knowing the combination, ie how would you hack a 
combination lock?



Excise in Evil Thinking

ÅDestructive Methods

ïCut the shackle

ïBrute force the lock open

ïRemove the front and manually manipulate the lock 
mechanism

ïEtc etc etc

ÅProblems for the hacker

ïHard to walk around unnoticed with a pair of bolt 
cutters/crowbar

ïToo much noise smashing stuff

ïThe lock owner will know the lock has been compromised



Excise in Evil Thinking

ÅNon Destructive Methods

ïTry every possible combination
ÅIf it takes three seconds to input the first digit, two seconds for 

the second digit, and one second for the third digit, then the 
normal search time for a 60-number dial with three cams would 
be (3 + 2 + 1) × 60³ or about 360 hours to brute force.

ïUse an intelligent combination search
ÅTypical padlocks are manufactured with generous tolerances, 

allowing two, three or even more digits of 'play' in the correct 
access sequence. Given a 60-number dial with three cams and 
three digits of play, the search space is reduced from 60 × 60 
× 60 to 20 × 20 × 20, a 96% reduction in potential 
combinations or about 2.78 hours to brute force.



Excise in Evil Thinking

ÅNon Destructive Methods

ïKnow something óspecialô about the lock

ÅFor example early combination padlocks made by Master Lock 
could be cracked by pulling on the shackle of the lock and 
turning the dial until it stopped; each numeral in the 
combination could be revealed in this manner. More recent 
models of Master padlock with a 40-position dial have a 
mechanical weakness that can give away the last numeral in 
the combination, and the first two numerals have a 
mathematical relationship with the last number. This weakness 
reduces the number of possible combinations from 64,000 to a 
mere 100, which can be tried in a relatively short time.

ïListen for the fence falling into the wheel notches (just 
like they do in the movies, if that even works)



Excise in Evil Thinking

ÅNon Destructive Methods

ïProblems for the hacker

ÅTakes to long

ÅRequires óspecialô knowledge about the 
particular lock and model



Excise in Evil Thinking

ÅNon Destructive Methods

ïUse an injection attack

ÅGet a pop can and a pair of scissors and make a shim



Excise in Evil Thinking

ÅInjection Attack on a Lock

ïNo physical evidence that the lock has been compromised

ïEasy/cheap to make

ïNo special skills required

ïCan be used on other lock types as well (keyed paddle locks 
etc).
ÅExample of ñSame Bug, Different Appò



Excise in Evil Thinking

ÅForensics/Why does this work?

ïLock was designed for brute force attack

ÅHarden steel shackle and case

ÅEnough permutations in the combination

ïIs this a flaw in construction/coding?

ÅNo, I think its a flaw in design and a usability ófeatureô that 
allows the lock to closed without knowing the combination  
which allowed for the injection as the designer never thought 
of the case where a lock would be óclosedô while locked which 
then allowed it to be ultimately unlocked (ie the latch 
disengaged from the hasp).

ÅShould have built a Threat Model!!

ïHackers typically challenge your assumptions, better find 
them all and get them right as they will make you pay 
otherwise.



Threat Modeling

ÅDespite what some people think you canôt 
just plug security in at the end of a project 
like something like Performance tuning.

ÅThreat modeling is like everything thing else, 
the idea is to get you to think about the 
whole problem before rushing out to solving 
the problem in parts.

- Threat Modeling, 10,000 hackers canôt be 
wrong, if you donôt Threat Model they will.



Threat Modeling

ÅThe point here is to get a high -level overview of how 
scared you should be about your product and its 
features; to see what kind of attack surface it has. 
ïIs it Notepad or is it IIS? 

ïIs it a rich -client app or a network service? 

ïWhat account does it run under? 

ïDoes it run in user mode or in kernel mode? 

ïIs it restricted to fully trusted (native) code or does it allow 
partially-trusted callers? 

ïDoes it run by default every time the box boots, or is it a 
utility that the user runs once in a blue moon? 

ÅYou donôt need to be an expert in threat modeling to 
get something positive from threat modeling.



Threat Modeling

ÅThree key components to threat modeling

ïPermissions / Roles

ÅAnonymous / remote users

ÅPrivileges

ïData

ÅRemote or Local

ÅWho put that data there and how

ÅWhere does it go and how is it used

ÅValue (value to a hacker)

ïComponents

ÅEntry points

ÅTrust Boundaries

ïdefinition of a trust boundary is simply where you don't trust 
what's on the other side



Threat Modeling

ÅUse STRIDE to test components, assumptions, etc

Threat Property Definition Example

Spoofing Authentication Impersonating 
something or someone 
else. 

Pretending to be any of these: billg, microsoft.com, 
or ntdll.dll. 

Tampering Integrity Modifying data or code. Modifying a DLL on disk or DVD, or a packet as it 
traverses the LAN. 

Repudiation Non-repudiation Claiming to have not 
performed an action. 

"I didn't send that e -mail," "I didn't modify that file," 
"I certainly didn't visit that Web site, dear!" 

Information 
Disclosure 

Confidentiality Exposing information to 
someone not 
authorized to see it.

Allowing someone to read the Windows source 
code; publishing a list of customers to a Web site. 

Denial of Service Availability Deny or degrade 
service to users. 

Crashing Windows or a Web site, sending a packet 
and absorbing seconds of CPU time, or routing 
packets into a black hole. 

Elevation of 
Privilege 

Authorization Gain capabilities 
without proper 
authorization. 

Allowing a remote Internet user to run commands is 
the classic example, but going from a limited user to 
admin is also EoP. 



Threat Modeling

ÅMicrosoft Threat Analysis and Modeling 
Tool

ïhttp://www.microsoft.com/SDL

ïFree

ïVersion 3.1.3.1 Beta recently released

http://www.microsoft.com/SDL


Threat Modeling

ÅMicrosoft Threat Analysis and Modeling 
Tool

ïQuick Overview



Security Testing

ÅIf you donôt do it, someone you might not like 
very much will.

ÅHackers love assumptions, especially when 
they are WRONG!!

ÅThink about what the hacker has, controls or 
can influence
ïCode 

ïEntry Points 

ïPhysical Device

ïNetwork Traffic

ÅPrioritize Testing based on Threat Modeling



The 5 Pillars of software security

1. Code and process
Å Code Access Security, Evidence, Policies, OS

2. In-memory data
Å DPAPI

3. Stored persisted data
Å Cryptography or just DPAPI

4. Access
Å Roles, AzMan, Claim-based Identities, AD, Certs

5. Communications
Å WCF (for WS-Security), S.S.C.Xml, S.S.C.Pkcs



Code and Process

There are two types of attacks:
- Injection
- Everything else

About 49% of security bugs tracked by CVE between 
2001-2007 were due to too much trust in data
ïBuffer overflows
ïSQL Injection
ïScript Injection
ïCononicalization
ïHTML Injection
ïEtc

Dynamically created anything should be suspect 
especially if it involves user input



Code Protection

Code Protection depends on Injection Projection
Å You must validate

ï Input (All Input should be considered EVIL)
ï Parameters
ï Buffers / Pointers

Å Donôt solely use ñblocklistsò
Å Constrain
ïOnly allow what you know to be good
ï E.g., constrain to only a valid email address

Å Reject
ïReject that which you know is bad
ï E.g,, reject bad characters, often environment specific (Web etc) 

such as <>& etc

Å Sanitize
ï Encode if possible

ÅE.g., HTML encode

Å Digitally Sign Code



Simple Tests

Attack Test Case

Cross-site scripting
Test<B>aaa
Bill OôHenry

aaa;

SQL Injection
Bill OóHenry

1;test

Buffer Overflows

AAAAéAAAA
Ax65535
Ax65536
Etcé

User Interface Spoofing
Aaa\rbbb
aaa\nbbb

Aaa[0x0D,0x0A,0x00]bbb

Traversal
../../../../../../boot.ini

..%2f.. %2f.. %2f.. %2f.. %2f.. 
%2fboot.ini

Canonicalization
ñFoo.exe.ò (trailing dot)
ñFoo.exe ñ (trailing space)



Security Testing

Å Entry Points ïconsider all of them examples
ï User interfaces
ï Listening Sockets
ï Pipes
ï Files
ï Shared Sections
ï Protocol Handlers
ï ActiveX Controls
ï RPC
ï HTTP Requests
ï HTTP Responses
ï Databases
ï Message Pump
ï Registry
ï Email

Å Error Messages / Logging
ï See if Error Messages Report ótoo muchô information
ï Check if logs/debugging/etc contain ótoo muchô information



Simple SQL Injection Example

private void cmdLogin_Click(object sender, System.EventArgs e) {

string strCnx = "server=localhost;database=northwind;uid=sa;pwd=;"; 

SqlConnection cnx = new SqlConnection(strCnx); 

cnx.Open(); 

string strQry = "SELECT Count(*) FROM Users WHERE UserName='" + txtUser.Text + "' AND Password='" +   
txtPassword.Text + "'"; 

int intRecs; 

SqlCommand cmd = new SqlCommand(strQry, cnx); 

intRecs = (int) cmd.ExecuteScalar(); 

if (intRecs>0) { 

FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false);

} 

else 

{ 

lblMsg.Text = "Login attempt failed.";

} 

cnx.Close(); 

} 



Simple SQL Injection Example

User enters a userid of óAdminô and a password of ó1234ô query becomes:

Select count(*) from Users 

Where UserName = óAdminô 

and Password = ó1234ô

Evil User enters a userid of óAdminô and a password of ñ1234ô or 1=1 --ò 
and the query becomes

Select count(*) from Users 

Where UserName = óAdminô 

and Password = ó1234ô or 1 = 1 --ô

The Evil User is now in as Admin, which would be very bad.



Iôve Got Your Code

ÅCode

ïThe bad guy has your code, be it HTML (ie 
view code in IE) or Source Code using 
.NET Reflector

ÅLook for secrets etc hidden in code

Cracking code is trivial and is like standing on the train tracks 

and wondering where the train goes, just follow the tracks.



Iôve Got Your Code

ÅHow can you tell if there are any 
secrets etc in the code?

ï.Net Code use .Net Reflector to decompile 
the code back to source code.

Åany program is vulnerable to being decompiled.



The Victim, simple app that encrypts / decrypts a string

Using Reflector we can see the source and what do 

we find?




